SINGLE SIGN-ON

Boost Security, Simplify Access with
Single Sign-0On (SSO)

miniOrange Single Sign-On (SSO) simplifies access management by enabling users to securely log
in to multiple applications using one set of credentials. This minimizes security risks, enhances user
experience, and boosts productivity. Qur SSO solution supports major protocols like SAML, OAuth,
and OIDC and ensures seamless integration across your organization.

Our App Offers:

v Advanced Security Options: Our SSO app goes beyond basic authentication with features like
one-click logout, signature validation, and encryption to enhance security.

° Automated User Management: Effectively manage users and groups directly from your Identity
Provider (IDP) through just-in-time provisioning, eliminating the need for manual user
management across Atlassian applications.

v Guest Login Management: Securely share Confluence pages with external users through a guest
login option that maintains security and license compliance.

o Multi-IDP Support: Easily configure multiple IDPs for different user groups, simplifying the login
experience and ensuring flexibility.

Get started!

Redirection Rules ' Advanced Group Mapping

Customize login processes for Atlassian ‘ Manage user access levels through your

applications by setting access rules based IDP, eliminating manual user creation and

on email domains or groups and selecting group management. Use Group Mapping
to link specific IDP groups to local Atlassian

preferred authentication options. This

ensures users access applications
according to their specific access levels.

groups or enable On-The-Fly mapping to
automatically replicate groups.




USER SYNC (SscCI

Sync Seamlessly, Manage Effortlessly:
SCIM Provisioning

UserSync transforms user provisioning with its advanced SCIM capabilities, offering seamless
integration across Jira, Confluence, Bitbucket, Crowd and Jira Cloud. Easily map attributes, create
custom fields, and ensure real-time updates for users. Administrators gain exceptional control over
automating user management and benefit from robust LDAP integration.

Our App Offers:

° License Cost Saving: Automatically de-provision your users from Identity Provider to Atlassian,
making sure you only pay for active users.

° Real-Time Provisioning: Enjoy continuous user and group provisioning with real-time updates,
surpassing traditional just-in-time (JIT) synchronization.

° Attribute Mapping: Map incoming user attributes from the Identity Provider (IDP) to user
attributes in Jira, Confluence, and Bitbucket, or create custom attributes as needed.

° Group Sync: Automatically update user permissions by mapping IdP groups to application
groups. Choose Manual Group Mapping for differing group names or On-The-Fly Group Mapping
for matching ones.

° Guest Login Management: Securely share Confluence pages with external users through a guest
login option that maintains security and license compliance.

° Multi-IDP Support: Configure multiple identity providers (IDPs) in UserSync for seamless, ongoing
synchronization.

° LDAP Provisioning: Efficiently provision LDAP/AD users and their custom attributes across Jira,
Confluence, and Bitbucket.

v Cloud and Crowd Support: UserSync integrates SCIM for seamless user provisioning and real-
time updates across cloud and Crowd environments, including Jira, Confluence, and Bitbucket.

For more information, visit:

ABOUT US

Security Experts Trusted by 25,000+ Organizations Worldwide
miniOrange delivers a wide range of advanced security solutions,
including IAM, CIAM, and PAM. Our solutions are designed to meet
the specific needs of businesses across various industries. Backed
by over a decade of experience, we are committed to innovation,
providing top-tier security and exceptional customer support to

help you stay ahead of evolving cyber threats.

Or contact us at: +1-978-4658-9387
(US) +91-971-784-5846 (India)




